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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The following editor’s note is addressed in this contribution
Editor’s note: further comparison of certificate revocation and short-lived public key is FFS. 
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.1.2 Raw public keys or certificates

Digital signatures are generated by a private key and verified by the corresponding public key. Public keys and trust anchors need to be distributed to UEs to enable them to verify digitally signed system information. A public key can be distributed in the form of a raw key or a public key certificate. A raw key consists of a public key, and maybe some other data such as a key identifier. A public key certificate such as X.509v3 has a well-defined data structure supporting key life cycle management, key hierarchy, and key usage, among other functionalities. 

A raw public key is simple and of smaller size (comparing to a public key certificate), and is usually flat (i.e., it does not belong to a key hierarchy). This creates a challenge in trust anchor management. If each gNB uses a unique public and private key pair, each gNB’s public key would need to be configured as a trust anchor in UEs, resulting in many trust anchors and the difficulty to provision them out of band. If multiple gNBs share a public and private key pair, the number of trust anchors can be reduced but such practice will violate the basic security principle of key separation. 

A public key certificate has rich semantics and supports key hierarchy, allowing multiple public key certificates to be verified using one trust anchor. But a public key certificate (e.g., X.509v3) is usually larger in size and may not fit into a single SIB due to the size limitation of SIB in the physical layer. Further, a public key certificate use leads to further management complexities and needs to be verified for its revocation status, e.g., using Certificate Revocation List (CRL) or Online Certificate Status Protocol (OCSP). Both CRL and OCSP require network connectivity, which had not yet been established at the stage of SIB acquisition.

One way to address the certificate revocation issue is to use short-lived public key certificates [8]. Since a public key certificate has a short expiration time (e.g., a few hours), a revocation check can be skipped assuming a compromised key will expire quickly. One challenge with short-lived certificates is that new certificates need to be issued frequently, thus requiring the issuing CA to be online. There are security risks in operating a CA online, which should be avoided if possible.
To this end, we propose a hybrid approach that combines the use of public key certificates and short-lived public keys. More specifically, a public key certificate is issued to an entity at the core network. This core network entity (e.g., DSnF in Solution 20) uses its private key to sign a gNB public key and other minimal data such as expiration time, key usage, etc. This signed object is valid for a short period of time (e.g., a few hours) and is referred to as short-lived public key (similar to the idea of delegated credentials for TLS [6]). 

The advantages of using short-lived raw public keys include a) short-lived raw public keys belong to a key hierarchy, allowing them to be verified using one trust anchor; 2) certificate revocation check is not needed; b) there is no need to operate a CA online, since the short-lived raw public keys can be issued by an end entity (e.g., DSnF); and d) a short-lived raw public key is about 150 bytes (using 256-bit ECDSA) and can fit into a single SIB.  
A disadvantage of short-lived public key is that it has a risk window in which a compromised signing key can still be used to sign system information that can be verified correctly by UE. With certification revocation, a compromised signing key, if known to the operator, can also be made to known to the UE by revoking the associated public key certificate. Therefore, the risk window from a compromised signing key can be reduced with certicate revocation. However, certificate revocation check requires communication with the network, e.g., to download a Certificate Revocation List (CRL), and the UE does not have network connectivity to perform revocation check during SI acquisition phase. 

(D2): A public key certificate is issued to an entity in the core network, which then issues short-lived public keys to gNBs. 
***
END OF 1nd CHANGE
***

